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11 Weak Guessable, or Hardcoded Passwords (550), #EHIA[gEE UK (F/\— RO—RENc/{XTJ—R)
12 Insecure Network Services (£ TIRV\RY KD—TH5—EX)

13 Insecure Ecosystem Interfaces (R CIRAWLIIAS AT LA 2F—TT—X)

14 Lack of Secure Update Mechanism (TZF 2777877 w J5— b XA ZXLDXREN)

5 Use of Insecure or Outdated Components (ZETRWLWIEHWI/R—FK> ~DERA)

6 Insufficient Privacy Protection (AR"+5D7R2T 51/ —1{R:E)

17 Insecure Data Transfer and Storage (ZE2TRVLT—SDERIX S 4RTF)

18 Lack of Device Management (T/\ XA EIEDXUN)

19 Insecure Default Settings (ZE T/RAWLT I A )L NEETE)

110 Lack of Physical Hardening (#pI28973%)\— R_Z_>ZJ DxN)

https://owasp.org/www-pdf-archive/OWASP-10T-Top-10-2018-final.pdf

Copyright Secure Cycle Inc. All Rights Reserved. 22




OWASP loT Security Verification Standard(Pre-release) — OWASP w SECURE CYCLE

OWASPOOO T RDO—DOHMHUTWB RFIAAS MDO—DT. loTF TG — 3> EZNSHNFIET DloTL IS
AT LADOCF1IVFTABHZERZLUEBDTY, ISVSHMREITIEMH(E, 10T T UT—2 3> 0D:%ET. AR, A %
SORBHRES A ITUAIILDOZ L DB THERAIDICENTEFEI, IRBFSTIE. Pre-release 1.0RCHR T,

V1: loT Ecosystem Requirements (loT L > X7 LADEH)

V2: User Space Application Requirements (11— XAR—X 77TV —> 3 > DB
V3: Software Platform Requirements (VY J N O T 7 TS5 NI A4 — LDEH)

V4: Communication Requirements ((B{EDELF)

V5: Hardware Platform Requirements (/\— RO T 775w T A —LADOEMH)

https://github.com/OWASP/loT-Security-Verification-Standard-ISVS
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BEDEHFD—EDE D FZDLDCEEH AN TNET, L1, L2, LBD3EE TEHNERSNTLET,

# Description L1 L2 L3
Verify that communication with other components in the loT ecosystem (including sensors, gateway and

4.1.1 |supporting cloud) occurs over a secure channel in which the confidentiality and integrity of data is guaranteed |V v v
and in which protection against replay attacks is built into the communication protocol.

4.1.2 |Verify that in case TLS is used, its configured to only use FIPS-compliant cipher suites (or equivalent). v v v

4.1.3 |Verify that in case TLS is used, the device cryptographically verifies the X.509 certificate. v v v

4.1.4 |Verify that either protection or detection of jamming is provided for availability-critical applications. v v
Verify that the device's TLS implementation uses its own certificate store, pins to the endpoint's certificate or

4.1.6 |public key, and disallows connections to endpoints with different certificates or keys, even if signed by a trusted v v
CA.

4.1.7 |Verify that inter-chip communication is encrypted (e.g. main board to daughter board communication). v

https://github.com/OWASP/IoT-Security-Verification-Standard-ISVS
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Efe. IPADSEIEDOHARGERNMHE TULNE T, (https://www.ipa.go.jp/files/000063605.pdf)

https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-iot
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