s ST

\'(\

2 IR

i B]I]_'ﬁl]@ﬁ"jnjﬂ
B

=1 8 - " : Pk el
sy s ]
2021&] ] B ] 0 =[¢9) &
L:J'.“SOE? ;Jc);ﬁl{&(Teams) /M f
un0-1a:40 | BERER [EEHREIRGEHDREIT)

3051 INE T cue 03U / AR R RITRRB LY S — AT ALt

1do-1ass | FEHEROEEREX T DEE _ -
15508 Sl B ez vsoR) K j(ﬁj\ e EE%

—RARREA BBV A=A Za—F ¥ —kVF— GEIE KX Lttminsora RFEIEH




Lol
JavaOne2009 SunSPOT BOFIZT

W Twitter @bhirosk
€) Facebook Hiroshi Koide

* (CLWT OAL)

BARF DR ERFRiHEr > 5 —
\)
IMIEXRFTFS (Fi)
\)
M ITREXRFIREHIFEP (ARIXK)
\)
hHXE [FHREBEMREREE>S— B> IR
BAN\—tF1VFrt>5— (2017.4~)
SAFTLREHERFR (2017.6~)

e=4=:)
% SECCONE{TEZE
* TFIAUFT - Fv 2T in B
% BERESANBFETIZHILT RIAYH

= Vaps
* O3>
* YA)N\—tF21VUF+
(Moving Target Defense, &Bi bL—X )

Awards
* IPA A—)\—OUI—%4
¥ JavaOne 2005 Duke’s Choice Award
¥ Sun Microsystems Center of Excellence



One of my hobbies (Making something)
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Situation in Cyberspace

SO

.

Attacker
INEE (CHHDIRR Attackers have advantages.
FERER (CINEE A 24T O] RE * can execute attack in a short time

* need to find only a single vulnerable entry

O EDIWETIRERMESS M Z R DITNIER WL

point
E?gc‘:i—%ﬁ(:%’?<@H§Fﬂﬁ€ﬁfﬁ5:<‘:73\ﬂ * unlimited time for reconnaissance /
AE preparation
ikiEHy, BAK, BNEER (&/)REID * They are persistent, adaptive and incentive-
A M TEARFIRE)

driven (minimum attack cost with maximum
W\E F TORLHEEAN T IR+ dangerous outcome)

Traditional defense techniques are not sufficient
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Problem statements
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« How can we increase attackers’

workload and attack time, costs?

« How can we reduce the probability

of attack success over time?

« How can we enhance a system'’s

resiliency with additional defense
techniques?

« Whether a hybrid diversification

approaches can introduce a secure
defense system with minimum
defense cost or not?



Moving Target Defense Approach

MTD (Moving Target Defense) The concept of controlling the
DEARMNREZ H&, EHDS X  alteration of multiple systems

> A\DZ E%%Uﬁﬂ@_%gt(gio with the aim to /ncrease

uncertainty about a protected
RELLNS RS LDIERICET system’s information and give

- gﬁg%g%ﬁ‘btw e ke complexity for attackers.

By doing so, we can reduce the

CNICKDINEFZDRAT EIE attack window of opportunity
MWD IR Mg UINE O)Hz/\ and increase the costs of
ST CENTED attackers’ probing and attack

efforts.
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Shoot a stationary target Shoot a moving target



Goals of This Technique
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MTDI L —AD—D%&&%51 I DEEZTD3D
DZEREY DNZHEIH : (what, when,
how) WZEOJEEIR/ (S A—5

To increase the uncertainty for the
attacker

To increase attacker’s effort and cost
in making attacks

A protected system will be hard to be
exploited and unpredictable
destination

To reduce the probability of attack
success over time

MTD techniques will have randomness
built, so this randomness can increase
the cost for an attacker to succeed in
using e.g, zero-day attacks because it
does not necessarily know which
configuration of the system is in place at
any particular moment.

Three consideration when to design MTD
framework: (what, when, how) to move
the elements



What to Move ?

INEE
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what system configuration attribute or
elements (components) (i.e., attack
surface) can be dynamically changed to
confuse attackers.

For example,

**Instruction sets

s*address space layouts

**|P addresses, port numbers
s proxies, virtual machines
s*operating systems
s*software programs



When to Move ?

MTD> X5 /LDOHBDIREENS I D deciding the optimal time to change
NI _Wga'ég)(:ﬁt)] A A= from the current state of an MTD
S HSRTE E L, WEEFTELE system to a new state, invalidating

information or progress gained by an
HIEDIRER, FT (Zﬂ& EDIRE attacker in the current state.
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E . d\L o “+ Proactive adaptation
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\ . “ Hybrid adaptation
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How to Move ?

o EDOLKDICT AT LADEENABKE
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how to change the moving
attributes or elements
(components) (i.e., targets) to
increase unpredictability and/or
uncertainty, leading to an
attacker’s high confusion.

shuffling,
diversity,
Redundancy



Examples of MTD Techniques

— -

Virtual IP: X

Every x period

Virtual IP: Y

Different configurations

Performance and Efficiency
EFROFAEICTT S
Availability D fE £

(software stack)

Resilience and Robustness

Single Server

l

One or more additional
servers

Reliability and Availability
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Elements of MTD Techniques at Different Layers

MTD Techniques

Shuffling Diversity Redundancy

Application TCP/UDP port numbers Web: Apache, IIS, etc. Web service replica
App: Java, PHP, etc. Application replica
DB: SQL, MySQL, Oracle, etc. Database replica
Others: mail-server, proxy-server, etc. Other service replica

OS-host IP address, System Call Windows server various versions Host OS and VM replica

Numbering Linux various versions
VM-instance Virtual IP address Other Unix various versions
Virtual Machine Manager Failover, switchover VMware, ESXi Hypervisor’s replica

Other kernel-based VM, Vbox, etc.
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import threading
from urllib.parse import urlparse,parse_qs

from http.server import BaseHTTPRequestHandler,HTTPServer

class MyHandler(BaseHTTPRequestHandler):

def

def

def

def

Y TIVEE

set_port(self, port = 8123):
self.port = port

set_server(self, server):
self.server = server

contents(self):

# Write content here.

body = b'<<This is a response.>>\n'
self.send_response(200)

self.send_header('Content-type', 'text/html; charset=utf-8')
self.send_header('Content-length', len(body))

self.end_headers()
self.wfile.write(body)

do_GET(self):
parsed_path = urlparse(self.path)

queries = parse_qs(parsed_path.query)

self.contents()
if parsed_path.path == '/restart' :

Vaxla ik W

HIxWeb 7 T U —= =

[l E

34

36

next_port = int(queries.get('port')[0]) cg

self.server.running = False
m = MainServer(next_port)
m.start()

elif parsed_path.path == '/shutdown':

self.server.running = False

> 7 {ERk

class MainServer:

def

def

def

def

def

def

__init__(self, port = 8123):

handler = MyHandler

handler.set_port(self)

self.server = HTTPServer(('0.0.0.8"', port), handler)
handler.set_server(self, self.server)

self.thread = threading.Thread(target=self.run)
self.thread.deamon = True

set_port(self, port = 8123):
self.port = port

get_port(self):
return self.port

run(self):

self.server.running = True

while self.server.running:
self.server.handle_request()

start(self):
self.thread.start()

shut_down(self):
self.server.shutdown()

m = MainServer()
m.start()

https://bit.ly/3Aufwtr https://gist.github.com/koide55/09198d833d0e9c6444c7d1d73cd126¢3
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$ curl
<<This
$ curl
<<This
$ curl
~C

$ curl
<<This
$ curl
<<This
$ curl
<<This

localhost:8123 | « H#IR— FES8123TF I A1lEE
is a response.>>
localhost:8123/restart?port=9999 |
is a response.>>

localhost:8123 | « Rh— F&ES8123TIEXFPIEZATEIRL

« IR— hEBS9999(CEHE

localhost:9999 | « R— P &ES9999T Iz A HE
is a response.>>

localhost:9999/restart?port=8111 |
is a response.>>

localhost:8111 | « R—b&HES8111TF7 Iz AHIHE
is a response.>>

« IR—bPEBES8111ICEE

H> )L https://bit.ly/2YJLAfv

ZERk
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MTD (Moving Target Defense) & UL\ FAlTZE BT
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