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o JE—K7JTX (VPN, RDPRE)
e J3TURY—ER

e CASB (Cloud Access Security Broker)
e CSPM (Cloud Security Posture Management)
e SASE (Secure Access Service Edge),
e etc, etc---
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FIZ(E, VPN

PSIRT BLOGS

Malicious Actor Discloses FortiGate SSL-
VPN Credentials

By Carl Windsor | September 08, 2021

Fortinet has become aware that a malicious actor has recently disclosed SSL-VPN access information to 87,000 FortiGate SSL-VPN devices. These credentials were obtained
from systems that remained unpatched against FG-IR-18-384 / CVE-2018-13379 at the time of the actor's scan. While they may have since been patched, if the passwords
were not reset, they remain vulnerable.

This incident is related to an old vulnerability resolved in May 2019. At that time, Fortinet issued a PSIRT advisory and communicated directly with customers. And because
customer security is our top priority, Fortinet subsequently issued multiple corporate blog posts detailing this issue, strongly encouraging customers to upgrade affected
devices. In addition to advisories, bulletins, and direct communications, these blogs were published in August 2019, July 2020, April 2021, and again in June 2021.

Fortinet is reiterating that, if at any time your organization was running any of the affected versions listed below, even if you have upgraded your devices, you
must also perform the recommended user password reset following upgrade, as per the customer support bulletin and other advisory information. Otherwise, you
may remain vulnerable post-upgrade if your users' credentials were previously compromised.

Aaqain. if at any time your organization was running an affected version listed in the original advisory. Fortinet recommends immediately taking the followina steps to ensure

88 : Fotinet PSIRT Blogs https://www.fortinet.com/blog/psirt-blogs/malicious-actor-discloses-fortigate-ssl-vpn-credentials
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H 88 : Kaspersky Daily https://blog.kaspersky.co.jp/attacks-on-rdp-during-pandemic-year/30354/
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https://ip.reuters.com/article/cyber-jbs-idJPKCN2DD2I1

o NAB—EXTIEI747 (HSE) BLURERE (DoH) (ZAILS5UK)

https://www.programmersought.com/article/33118478406

L biU‘: https://www.technadu.com/japanese-power-tool-maker-yamabiko-claimed-
victim-babuk/273865/

e Colonial Pipeline (>K[E) https://www.bnnbloomberg.ca/colonial-pipeline-paid-
hackers-nearly-us-5m-in-ransom-1.1603285

e Guilderland Central School (K[E)

https://securityaffairs.co/wordpress/117281/cyber-crime/school-district-albany-
ransomware.html

® jﬂg—hgﬁﬁﬁ?ﬁ*ﬁ (*) https://securityaffairs.co/wordpress/117281/cyber-
crime/school-district-albany-ransomware.htmi




FFRI
S>H AN T PREEH (D) o

o MNILTAEVEINRIIFR CKEH)
o JUMJI4=IVRAIIFER CKE)
o JITIPYIRBBAIIFR (CKE)

https://securityaffairs.co/wordpress/117281/cyber-crime/school-district-albany-
ransomware.html
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https://www3.nhk.or.jp/news/html/20210428/k10013003291000.html
o NT nttps://www.capcom.co.ip/ir/news/html/210413.html
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https://www.bloomberg.co.jp/news/articles/2021-04-21/QRWN3GT0G1LMO1
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L :1—3—7|_'E 5£§%|i:|z|3https://www.nvtimes.com/2021/06/07/nvreqion/cvberattack—
law-department-nyc.html

e Travelex (9&5’1‘ I_ﬁ**jii) https://jp.cointelegraph.com/news/uk-company-
paid-23m-ranson-in-bitcoin-to-cybercriminals
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https.//|tnews org/news resources/128660
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https://japan.zdnet.com/article/35141974/

e Synoptek (MSP/ITOI>Y)) https://www.barracuda.co.jp/ransomware-
scourge-returns-with-a-vengeance/

o Acer (‘.:‘.‘%PCX—)J—) https://gigazine.net/news/20210322-acer-revil-
ransomware/
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e EDR (Endpoint Detection and Response)
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